T.K NAVEEN NAZARDEEN

NETWORK ENGINEER & IT SECURITY SPECIALIST
ID - 200315910467
AGE - 22

CONTACT

. +94786497922

B4 naveennazardeen231@gmail.com

@ 338B/Batuwatta ragama

@ www.linkedin.com/in/nave
en-nazardeen-37321931a

CERTIFICATIONS

Cisco Certifications

Cyber Threat Management

Digital Safety and Security Awareness

Endpoint Security

Ethical Hacker

IT Essentials

Network Defense

Network Support and Security
Networking Basics
Networking Devices and Initial
Configuration

OPSWAT Academy Certifications

Certified Infrastructure Protection
Introduction to CIP Academy
Introduction to Critical Infrastructure
Protection (ICIP)

Other Certifications

Threat Intelligence Analyst — arcX
Vulnerability Manager Track — Fluid
Attacks

ISC2 Candidate — ISC2 (Mar 2025 -
Jul 2025)

e Created

e PROFILE

Experienced Network Engineer & IT Security Specialist with proven
expertise in designing, building, and securing complete enterprise networks
from the ground up. Skilled in firewall configuration, network infrastructure
setup, monitoring systems, and cybersecurity operations. Strong
background in Fortigate firewall management, FS switch configuration,
VPN, Omada AP, Zabbix, Grafana, MRTG monitoring, vulnerability scanning,
and GRC compliance.

? WORK EXPERIENCE

System and Network administration

Port City BPO — Colombo, Sri Lanka
Dec 2024 — Present

e Lead the entire network team, overseeing design, deployment, and

maintenance of the company’s complete enterprise network infrastructure
from the ground up.

e Fully led IT support operations, providing advanced troubleshooting and

resolution for network and endpoint issues across the organization.

» Configured and optimized FortiGate firewalls (201F, 101F) for secure

connectivity and traffic management.

e Managed FS switches with VLAN segmentation and uplink configurations.
» Installed, configured, and maintained Omada access points ensuring

reliable Wi-Fi coverage.

» Deployed, configured, and maintained Zabbix, Grafana, and MRTG servers

for real-time network monitoring and traffic analysis.

» Installed and managed ESET Endpoint Security across all endpoints,

ensuring proactive threat detection and response.

¢ Set up and managed Active Directory (AD) server, including creation and

management of user accounts, group policies, and server security policies.
and maintained detailed configuration and operational
documentation for network and security systems.

e Monitored and secured network traffic using Seftica, Suricata
» Administered VPN connections for secure remote access.
e Produced daily

network  performance
management review.

and security reports for

* Maintained GRC documentation and asset management for all IT

infrastructure.


mailto:naveennazardeen231@gmail.com
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SKILLS

Network & Security Tools

+ Fortigate Firewalls (201F, 101F)

» FS Switch ,CCTV Configuration

» Zabbix, Grafana, MRTG (Network

Monitoring)

» Seftica, ESET Endpoint Security, Suricata
Penetration Testing & Ethical Hacking Tools
» Nmap (Network Scanning)

» Metasploit Framework

+ Netcat

« Burp Suite

+ ZAP (OWASP Zed Attack Proxy)

» Ngrok (Secure Tunneling)
Operating Systems & Platforms

+ Kali Linux

» Parrot OS

» Hack The Box
» TryHackMe
Additional Skills

» Vulnerability Scanning and Assessment

» Network Traffic Analysis

+ VPN Configuration and Management

« Active Directory Setup and Management

GRC Documentation and Compliance

©

IT Assistant

Infodata — Colombo, Sri Lanka
Jan 2022 — 2024 Nov

Provided comprehensive IT support including troubleshooting hardware,
software, and network issues across the organization.

Assisted in maintaining and configuring network devices such as switches
and routers, supporting network uptime and performance

Assisted with installation and management of endpoint security solutions
including antivirus and malware protection.

Created and updated IT documentation including user guides, network
diagrams, and incident reports.

Collaborated with senior IT staff to implement network upgrades and
security patches.

Managed vendor relationships for hardware and software procurement
ensuring timely delivery and support.

Liaised directly with clients to understand technical requirements and
provide effective IT solutions.

Data entry (LAB)

Suwadeshi — Kandana, Sri Lanka
Agu 2020 - 2022 Jan

Maintained confidentiality of sensitive company Data

Maintained detailed documentation of lab testing activities, attendance
logs, and stock audit findings.

Supported stock audit activities by assisting in inventory checks, data
reconciliation, and report preparation.

Verified and validated lab test results before data entry to maintain high
data integrity.

Assisted in conducting laboratory tests on various products, supporting
quality control processes.

Recorded and updated goods receipt and inventory details using Oracle
system to ensure accurate stock management.

LANGUAGES LANGUAGES
+ Diploma in IT and English Completed (2023)
Sinhala + Higher National Diploma (HND) in Network Engineering Currently
English following, expected completion January 2026
+ Bachelor’s Degree in Network Security (In Progress)
+ Started after HND completion, lectures held on weekends (Sundays)
REFERENCE
Fazla Fazil Tharindu Dilshan Dimuth Kodisinghe

Administrator & HR Executive
at Port City BPO Pvt Ltd

Phone: +94753991849

R&D Executive
at Suwadesi Pvt Ltd

Phone: +94752835400

R&D Executive
at Suwadesi Pvt Ltd

Phone: +94710434856



